Network Centric Warfare:
A Revolution in
Military Affairs

VADM Arthur K. Cebrowski
CNO-N6
10 June 1997

“Thereis nothing more difficult to take in hand, more
perilous to conduct, or more uncertain in its success
than to take the lead in the introduction of a new order
of things.”

Niccolo Machiavelli, The Prince



Network Centric Warfare:
A Revolution in Military Affairs

“...1t’safundamental shift from what we call
platfor m-centric warfare to something we call
networ k-centric warfare.”

Admiral Jay L. Johnson, USN
Chief of Naval Operations




What I1s a Revolution?

“* A fundamental change...”
- In thinking
- In visualizing
- In preference
* A displacement of the conceptual network ...”

“Non-cumulative developmental episodes...”

* A change of paradigm ...”




Previous Scientific Revolutions

Copernican Revolution

Astronomy
- Ptolemaic (Geocentric) - - Copernican (Heliocentric)

Newtonian Revolution

Physics
- Galilean Dynamics === - Newtonian Dynamics

Modern Physics

Physics

- Newtonian Dynamics - Relativistic Dynamics
———— |
- Quantum Mechanics
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Not All Trends Continue...

BANK CLOSINGS
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The New Business Cycle

CAMPAIGN REFORM s WALL STREET o™

Busmess\Ve ek

iPlJElICl'III'INDF'IH Mt Gl?“-l Lo PN LS

It used to be housmg
and autos. But the
economic expansion
— ofthe 1990s has
§ been fueled by the
strong growth of
the information
technology industry.

There’s a danger: A
high-tech slowdown
could drag down the
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The New Business Cycle

The Information Technology
Sector IsAccelerating. . .

16
ANNUAL GROWTH
12
INFO TECH
8

REST OF
ECONOMY

-4 1 1 1 1 1 1 1 1
‘89 ‘90 ‘91 ‘92 ‘93 ‘94 ‘95 ‘96
s PERCENT

... Dominating
The Expansion . ..
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Implication: Information Technology isnew engine of economic growth

Source: Business Week / March 31, 1997
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The Changing Dynamics of Competition

Coevolving Ecosystems

| nformation Technology

- Platform Centric  somsiee— Network Centric

Business

- Company CentriC o= Network Centric
Increasing Returnsvs.

Decreasing Returns

Warfare
- Platform Centric - Network Centric
- Attrition -- Speed of Command




Coevolving I nformation Ecosystems

« Corporate Strategies
— Sun Microsystems
» “The Network isthe Computer”
—1BM
» Old Focus: Platform Centric (“Biglron”)
» New Focus. “Network Centric Computing”




Evolution of Computing Power

12
10 — @© Observed MIPS
— Moore'slaw:
0.0084324 (1.8)"
8 — Learning curve law:
0.002374 (1.5617)"
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Source: Professor Ted Lewis, Computer Magazine, April 1996
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Communicationsis Catching Computing Speed

12,000
O Processor speed:
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v @ Network capacity:
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Source: Professor Ted Lewis, Computer Magazine, May 1996
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The Changing Dynamics of Competition

Coevolving Ecosystems

| nformation Technology

- Platform Centric  com=iie— Network Centric

Business

- Company Centric comsie— Network Centric
| ncreasing Returnsvs.

Decreasing Returns

Warfare
- Platform Centric === - Network Centric
- Attrition -- Speed of Command




|ncreasing Returnsvs. Decreasing Returns

* Decreasing Returns
(Economy A)

— Absence of M echanismsfor
Product Lock-in

» Competing productsare
| nter changeable

— Market shareequilibrium

» Increased coststo achieve
greater market share

— Examples:
» Consumer Non-Durables
* Food
» Consumer Durables
« Automobiles

| ncreasing Returns
(Economy B)

— Mechanismsfor Product L ock-in

» Competing products are not
inter operable

» Network Effects
» User skills
— Examples:
» Standards
* VHSVs. Beta
* MAC vs. DOS/Windows
» Skill Set
s “QWERTY” Typewriter
e Ethernet vs. ATM
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|ncreasing Returns Case Study: Betavs. VHS

S _
o 10 VHS
£ 80-
L) 60 - : T- N a S . .
< --2hr - ~4hr ,5hr "~6hr max recording time
CG ’ ’ /s .
= 40 T
e
L>) 20 A Beta
O T T T T T T T T T T T —
/6 /8 80 82 84 86 88
Operational Requirement 2 sitcoms 1 movie football game
Recording Time 1 hour 2 hours 4 hours

Source: Dominant Technology Adaptation Study, 1997, Center for Naval Analyses
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Blank Right Hand Side




Competitive Space. Retalil

o Competition between Retail Ecosystems
—Wal-Mart vs. K-Mart

— Business M odel
» Maximize Valueto Customer (Price, Selection, Service)

» Maximize Profit for Retailer

« Maximize number/profitability of transactions
— Develop awar eness of what customer is buying
— Supply stores what the customer isbuying
e Minimize costs of transactions
— Cost of Advertising
— Cost of Labor
— Cost of Plant (Retail Stores, War ehouses)
— Cost of Products (Priceretailer paysto supplier of products)
— Logistics Costs: Inventory (Retail Store, War ehouse, | ntransit)
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Network Centric Retailing

I
Information Grid 1 Wal-Mart
Sensor Grid !
——————————————————— ! 1996 Results?
I
Products e
o e Sales: $104.9 Billion
1 Control Transaction : : I Earnings. $3.056 Billion
- Grid -
: : oo inzael Control Pl : Competitive Edge?
P - & Control 11 :
1| Information : : I Cost of Distribution
I . T . 3% of Sales
1| . [
I Information L » (vs. 4.5t05%
: : I ' L for Competition)
P ' Information I I, Products
I |____.:_ ___________________ 1| to Consumers
I

cus Source: 1. Investors Business Daily, 1997
2. The Death of Competition, 1996 oaa067



Competitive Space: Bond Trading

o Competition between Securities Trading Ecosystems

— Deutsche Morgan Grenfell Inc.vs. | .
Goldman Sachsvs. Merrill Lynch vs. Timeto \
. Generate .
Cantor Fitzgerald, etc. Price » 90sec
— Competition Based on Time Awareness | .
— Business Model S
L2 5eC -

» Maximize Profit for Trading Firm

— Increase number and
profitability of transactions

Timeto Execute Transaction

e DMG - within 2 seconds 95% of

« Maximize Vaueto Customer thetime
— Price o Competition
— Selection - 30secto 90 sec

— Service = Transaction Time - 30 sec: 10% of thetime

Source:  Interview with Christopher J. Carroll, Managing Director,
Global Electronic Trading, DMG octoor




Network Centric Bond Trading

“The Network isthe MarketSM” Company:

________________________ . Deutsche Morgan Grenfell Inc.

: Information | o
! Grid 1 Competitive Edge
information ! I Increased Trading Volume -
» . : 22-24% per Month
I
l
I I .
batain’ | contro | . Pricesfor 210to 230 bonds
P! , Control 1 arebroadcasted continuously
. Information AR ! I (Competitors provide data
' =g ! ' for five benchmarks)
P! Sensor Grid , !
l '-_ i ey W | Broadcast Data
' : Transaction Grid nformation ®)
' : Information Trade 1! ‘
I Execution
‘ ] - : Completed
| I

Trade Request Trade

Source: Interview with Christopher J. Carroll , Managing Director,
Global Electronic Trading, DMG




Coevolving Business Ecosystems

Value of « | nformation
Information Can betrandated to a competitive
totheBusiness  competitive advantage through coevolution of
Ecosystem Space or ganization, processes, and technology
ﬁ L P Awar eness
/ .
s T , Coevolution
= 1 ! » Organization
— I
= , « « Processes ﬁ
g-- X * Technology
O~ -
——t—t—t—+—+— < .
I nfor mation = / N
B / =\ /K
y— — / s
< / «

. Information /

— Implement at minimum cost with
reduced cycle times

Cumulative Investment in
I nfor mation Technology
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Coevolving Business Ecosystems

» Sourceof Competitive Edge
— Information grids enable network centric computing
— Sensor grids create awar eness of competitive space

— Transaction grids exploit awarenessto provide a
competitive edge

« Emergence of new modes of competition
— Competition between Business Ecosystems
» Enabled by coevolving infor mation ecosystems
» Competition based on time
— Competition characterized by Increasing Returns
» |mplicationsfor Warfare




The Changing Dynamics of Competition

Coevolving Ecosystems

| nformation Technology

- Platform Centric = cose— Network Centric

Business

- Company Centric comsie— Network Centric
| ncreasing Returnsvs.

Decreasing Returns

Warfare
- Platform Centric === - Network Centric
- Attrition -- Speed of Command




Strategy vs. Operational Effectiveness

Strategy

Competitive
Attribute 1 Competitive
Attribute 2

Competitive
Attribute 5

Competitive
Attribute 3
Competitive
Attribute 4

Competitive Space
Selection

Nonprice value delivered to customer

high
val%e

low
value

Operational Effectivenesst

Productivity
Frontier
high low
cost cost

Relative cost position

m. Source: “What is Strategy?,” Harvard Business Review, (November -December 1996)
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Strategy

Strategy A

Strategy B

Competitive
Attribute 1 Competitive
Attribute 2

Competitive
Attribute 5

Competitive
Attribute 3
Competitive
Attribute 4

Compstitive
Attribute 1 Compstitive
Attribute 2

Competitive
Attribute 5

Competitive
Attribute 3

Competitiv
Attribute 4

Strategy i1s About Selecting a Competitive Space
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Strategy

Football
Speed Mass
Speed of
Command
Self-
Synchronization
Continuity

Soccer

Speed Mass

Speed of
Command

Self-
Synchronization

Continuity

Strategy i1s About Selecting a Competitive Space




Strategy

Platform Centric Warfare

Network Centric Warfare

Speed

Speed of
Command

Self-
Synchroni zation

Continuity

Speed

Mass
Speed of
Command
Self-
Synchroni zation
Continuity

Strategy i1s About Selecting a Competitive Space
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Attrition vs. Speed of Command

Results

* Methods of achieving “ Speed of

Command”
A CSpeed of — Overwhelming early effort
ommand . .
— L earning by gaining knowledge and

experience faster (DBA/K & W)
Attrition  — Change initial conditions positively
(early effect vs. early effort)
> —Use early victories to offset

Effort technology inferiorities
—Lock out enemy solutions
— Apply effort on a high speed
continuum vice a step function
(self- synchronized vs. command

synchroni zed)




Attrition vs. Speed of Command

Desired
Effect of “ Speed of Command” and Execution
“Learning”
With Planned

_— Synchronization

With Empower ed
Self-Synchronization and Learning

Execution

C41 SR matched to \

/ Time

Lost Combat Power (CP) = () f (Execution, Time)
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Attrition vs. Speed of Command

COA 1

COA 2

A1

COA N

N\ 4

ation

Ation

>

Negation

Surrender

nder

nder

Surrender

Attrition:
Conflict Duration =
Month to Years

“Lock Out”
Adversary’s
COA 1 Courses of Action
(COA)
COA 2
‘ l
(@)
COA N
Negation
) — >
° Surrender
Surrender
Speed of Command

Emergence of Competition Based on Time
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Attrition vs. Speed of Command

DRESDEN
N 135,000
I
|_
h
ol | HAMBURG
60,000 VE DAY
14 MAY 1945
AUG FEB A
1943 1945
o HIROSHIMA
T 70,000
':: TOKYO 6 AUGUST
LLl
& 80,000 NAGASAKI
I 40,000
| 9 AUGUST
MAR A \vJDAY

1945 15 AUGUST 1945

jcus Sources. U.S. Strategic Bombing Survey, 1944-1947, and
James Stokesbury, A Short History of Air Power, 1986.
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Speed of Command: Taiwan Straits

AUTODIN
$11.00/per message
11 1
10 + - Battlespace Awareness
g T INMARSATA I A NN NN
-US 7 4+ $590/M|n Q T NaN
O 6T
Ocl S
4T Challenge ©
g 1 Athena 2
1+ $0.03/Min E-MAIL
O e | O } }
Phone M essage Time

Higher Sustained Situational Awareness
» Enhances Speed of Command

* Lowers Ambiguity

* Reduces Questions

» Enhances Clarity of Mission and Intent
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Warfare Case Study: Taiwan Straits

e Scope
— Multi-sided live operations with high political risk and combat potential
— Geographically dispersed Nimitz and I ndependence CVBGs, and USS Blue Ridge
— Required extensive C7F, CTF 70, and USCINCPAC staff coordination

e Observations
— Evidenced successful technology assimilation === coevolution
— Evolution of Admiralship asaresult of increased Battlespace Awar eness
— Timeline compression
— Simultaneity
— Collaboration
— Graphicsvs. Text

« Conclusions
— Emergence of speed of command as decisive operational capability
— Evolution of “Admiralship”
— New capabilities necessitate a reevaluation of organization and doctrine
— Naval and joint experimentation required
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Network Centric Warfare
| ncr eases Joint Combat Power

Results for Precision Engagement

e QOperational Impact

- Dramatic Early Results
- Greatest Rates of Change in Initial Phase of a Campaign

- Inflicts Maximum L osses on the Enemy

- Shortens Timelines
- Locks out Enemy Options

| mproved Shooter Grid Awareness +
HARM BLK 6 + ATACMS

| mproved Shooter Grid Awareness +
HARM BLK 6

Current Shooter Grid Awareness
+ HARM BLK 6

Targets Destroyed

Time
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Network Centric Warfare

| nformation

Command |

Destroyed
Objects
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Network Centric Warfare

e Platform Centric Warfare
— Platforms generate combat power

e Network Centric Warfare

— Networked platforms generate increased
combat power

Metcalfe' s Law

“The power (value) of anetwork increases as the square of the
number of nodes in the network (N2)”

Robert M. Metcalfe: The Inventor of Ethernet




Network Centric Warfare

Sensor Grid Sensor Grid Shooter Grid Shooter Grid

“Peripherals’ “Applications” “Applications’ % “Peripherals’

Information Grid provides computing and communications backplane
Applications and peripherals plug into the Information Grid
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Network Centric Warfare

e Sensor Grids
— Gener ate Battlespace Awar eness
— Synchronize Battlespace Awar eness with combat oper ations
— Increasethe Speed of Information
e Shooter Grids
— Exploit Battlespace Awarenessto generate increased Combat
Power
— Enable massing of effectsvs. massing of forces
— Maximize Joint Combat Power
 Network Centric Warfare
— Changes the dynamics of competition in warfare
— Enables Speed of Command
— Rapidly “Locks Out” Adversary’s Courses of Action
— Provides decisive competitive edge in warfare




Conditions

* Necessary Condition:
— Information Grid
* Necessary and Sufficient
Conditions:
— Information Grid e
— Sensor Grids Ky Pection Engogement
— Shooter Grids BT

i Joint Furccs; I ( ‘

Focused Logistics

information 5uperiorify

-Full-Dimensionul Protection
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How Do We Get There?

(S GEORGE mrw
W, //}I

]

(y N




Changing The Way We Change

« Compelling need for coevolution

— Organization and doctrine ar e lagging and decoupled from systems
progress
— Resistanceis systemic and institutionalized
 Elementsof a potential solution

— Service experiments support Joint experimentation program
» Fleet Battle Experiments, Sea Dragon, Force XXI

— Maritime Battle Center supports Joint Battle Center

— Enterprise wide technology assimilation

» ClO provides standards for technical and operational
inter oper ability
» Exploit technology: ATDsand ACTDs
— Mechanismsfor measuring progress
A climate which encour ages innovation throughout the Fleet




|mplications: Intellectual Capital

“Thereistoday noreal career path for personnel who
will manage our critical information warfighting
functions. Neither do we have atraining program
analogousto what we havefor an F-18 pilot ... In
order to fix thisshortfall, we must start an aggressive

C4l SR personnel development program, sooner rather
than later.”

Undersecretary of Defense (A & T)
Dr. Paul Kaminski

18 OCT 96




| mplications. Resour ce Allocation

SHIPIT INVESTMENT

- <= 1T21
« Marginally Smaller
/ __——
 Somewhat L eaner !
« More Modern
00
* More Combat ST <= T2
Capable
{ /
00

SHORE IT INVESTMENT




Conclusions

Coevolving Ecosystems

e ECconomy

—Changing Dynamics of Economic Growth
e Business

—Changing Dynamics of Competition
« Warfare

—Changing Dynamics of Competition

—A Revolution in Military Affairs

»Platform Centric Warfare == Network

Centric Warfare




Conclusions

“The only thing harder than getting a
new Idea into the military mind Is getting
an old one out.”

-- BH Liddell Hart --




